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AI-enabled adversaries are accelerating…

 Traditional Defenses 
Are Obsolete

AI Has Weaponized 
Deception at Scale

Speed Has Become
the Ultimate Offense

Fragmentation Gives
Adversaries the 

Adv ant ag e

35% increase in “interactive 
intrusion” techniques

220% increasein AI
accelerated human 

ma ni pu la ti on

Less than 24 hours: account 
takeover to ransomware

Cross-domain attack are the
norm: siloed tools cannot

detect 

CURLY SPIDER FAMOUS CHOLLIMA SCATTERED SPIDER GLACIAL PANDA
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…intensifying the gaps between security teams and

adversaries 
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Security must evolve 
Modern attacks demand agentic defense

RESPOND
AT MACHINE SPEED

ADAPT
ON THE FLY

APPLY REASONING
AT SCALE

OPERATE WITH
D EE P,
UNIFIED CONTEXT

E XPLA IN
AND DOCUMENT
RE A SON IN G

 
AUTHORIZED
ACTION

TAKE
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Charlotte AI 
Thebrainofthe
agentic SOC
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Accelerate Outcomes and automate high-value work 
with Charlotte AI

ASSIST
INSTANT ANSWERS 

AUGMENT 
ACCELERATED INSIGHTS

AUTOMATE 
OFFLOADINVESTIGATION & RESPONSE

ADAPT 
CUSTOMIZEAND COLLABORATE 

Prompt books

Chat

Investigate with
Charlotte AI 

Command-Line 
Explanation 

 
Generation

Agentic
Triage 

Agentic 
Response 

Agentic
Workflows 

Multi-Agent 
C ol la bor ati on

 

Natural language
interactivity with Falcon data

Shareable prompt 

libraries to scale 
knowledge 

Dynamic incident
mapping and
summaries

Simplified and 

deobfuscated 
s cr ipt s

 
recommend next
steps 

Automate 

in ve st igat ion s wit h
elite judgment

AI-driven SOAR
p la yb oo ks

Build Falcon Fusion 

workflows with plain-
 

 
connect with
ecosystem 
agents during 

in ve st iga t ion s

Build, orchestrate
and scale AI 

agentssecurely 

languageprompts

Automate detection 

triageand 

Seamlessly 

and securely

W ork flow
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Why it matters: 

Get fast answers to plain-language questions:

⦁
⦁
⦁

Querydata intuitively

Accelerate Falcon onboarding

Get traceable, auditable answers 

➔

➔

➔

Answer questions with actual Falcon

platform data

Generate summaries, analyze cross-

module insights, and ask follow-up

questions

Create reusable prompt collections to

standardize workflows 

Charlotte AI
Conversational AI

The development, release, and timing of any products, features or functionality remain at the sole discretion of CrowdStrike,and are subject to 
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Charlotte AI
Agentic Detection Triage

 

Why it matters: 

Automaticallyanalyzenewdetections,
o btain in g:

 

⦁
⦁
⦁
⦁

Save 5+ minutes per detection

Apply the expertise of Falcon Complete

Prioritize real threats

Triage analysis does not consume 
Charlotte AI credits 

Time savings represents the amount of time an analyst would have spent triaging detections but can now use that time for other skilled work while Charlotte triages the
basedonfactorssuch as totalalertvolume.

➔
➔
➔

Triage verdict+confidence level

Clear explanation

Next-step recommendation 
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The time savings of more than 10 minutes per investigation is an estimate based on Agentic Response’s ability to automate tasks that would otherwise require more tha
notbeinterpreted as a guaranteethatthiswilllead to a 10 minutereduction in thetotalinvestigationtime or meantime to respond(MTTR)

Charlotte AI
Agentic Response

 

Why it matters: 

Autonomously investigate detections:

⦁
⦁

Save 10+ minutes per credit spent

Apply the latest insights from Falcon 
Complete Next-Gen MDR at scale 
with consistency

➔

➔
➔

Generates analysis questions and

answers them

Explains rationale for each question

User-activated through the Detection

Details view (manual) or via Falcon

Fusion SOAR workflows (automated)
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⦁

⦁

Embedded insight: Get easy-to-
understand explanations directly in 

theFalcondetections panel

Intuitive explanations: Understand 

whatscriptsdo with step-by-step,

plain-language breakdowns

Seamless activation: Request 
explanations with a one-click button 
or request explanations as a query 
from the conversations UI 

⦁

Command-line analysis: 
Addcommand line
explanations to detections 
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⦁

Auto-
 

Visualize connections:Map users, 
devices, and activity linked to an
incidenttoassemblethe fullscope
of an attack

Streamline documentation:
generate incident summaries for
documentation and handoff 

⦁

Investigate with Charlotte AI:
 Seethefullblast radiuswith

real-time incident mapping
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Why it matters: 

Customize AI-powered playbooks:

⦁
⦁
⦁

Createadaptable, automated response

Generate audience-ready outputs

Use cutting-edge models —no extra 
infrastructure or agreements

➔

➔

➔

Bring AI models into Falcon Fusion

SOAR workflows to analyze 1st/3rd

party data

Use natural language to direct

model analysis

Configure automated actions based

on AI reasoning

Charlotte AI
Agentic Workflows
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We stop
breaches.

 Protection that powers you

!
!
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Thank you


